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Abstract: Aryabhata in his Ganitapada written in 499 AD, gives a
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to generalization to finding n-th root. The Indian Human
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Aryabhata’s method of finding square root

* In 499 AD, Aryabhata wrote a book

now called Aryabhatiya. It have 4 parts.
The 2" part is called Ganitapada.

It has 33 verses. Verse 4 deals with finding

A square root of a perfect square. The
method of Aryabhata used the identity (a + b)2 = a’ + Zab + b2
in an effective way and Aryabhata also uses the power of decimal
system to do the calculations involving the digits in the square root.
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Aryabhata’s algorithm for square root

» After subtracting the largest square from the last odd place, write its
square root at the square root place.

* Always divide the right-hand even place by twice the square root
available’, and get the remainder. Then subtract the square of the
resulting quotient from the odd place on the right side and place the
guotient at the square root place to the right.

* Now this is the square root. If there are more digits left, then the
same process should be continued. For division, always use the square
root obtained at the square root place.

* Odd space = Square space, Even space = Non-square space




The Recursion of Aryabhata
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No. of digits in a square root

* Number of digits in a square root would be the number of
g TATT or square places.

* A number of 5 digits has 3 square places.

* A number of 6 digits has 3 square places and a number of 4
digits has 2 square places.

* A number with 2n or 2n-1 digits has n square places and
has n digits in the square root.
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Aryabhata’s formula and recurrence

 (a+b)?=a%+2ab +b? * If the square root has 5 digits,

e (a+b+c)2=a2+2ab +h2+2(a+b)c+c2 | a.b,c,d,e, from the given cube N
(atb+c)*=a*+2ab +b*+2(a+b)crc Aryabhata is systematically

* (atb+c+d) subtracting from appropriate
=a%+2ab +b*+2(a+b)c+c? places

+2(a+b+c)d +d? (a+b)?, (a+b+c)?, (a+b+c+d)?

* (a+b+c+d+e)? and finally (a+b+c+d+e)?
=a?+2ab +b?+2(a+b)c+c? to get remainder O and get the

+2(a+b+c)d +d? +2(a+b+ctd)et+e2 | >HYAre root.
* Here the digits, as per their
place, obtain higher place value.




Aryabhata’s method for finding square roots

o ‘i - * The number of square places is equal to the
The dIgItS a’b'c’d’e in the square number of digits in the square root.
root together with place values
Sat|5fy the fOHOW'ng identities.  The numbers a,b,c,d,e in the square root are
* (a+b)?= a%+2ab +b* to be interpreted along with place values f
o be interpreted along wi ace values for
* (a+b+c)?=[a%+2ab +b?] +2(a+b)c+c? 5 2 >
the identities and they are considered as
* (a+b+c+d)?
= [a%2+2ab +b2%+2(a+b)c+c?]

+2(a+b+c)d +d? * The effect of place value is incorporated in

digits in the calculations.

(a+b+c+d+e)? = [a2+2ab +b2+2(a+b)c+c?] placing the digits at the appropriate place

+2(a+b+c)d +d? +2(a+b+c+d)e+e? while doing actual calculations.




|II

General algorithm of Aryabhata for square root: “Nondecima
Useful for Roman Numerals
* N=98 01

* We try arbitrary numbers a,b etc.
* Try a=95, a%=9025.
* 9801-9025=776.
* Divide by 2a=2x95=190.
Quotient is b=4
e Subtract from 776 the numbers 2ab and b?, i.e. 760 and 16
to get the remainder as O.
So the square root is 95+4=99.



Square root using arbitrary parts

e To find square root of 9801. Take a=21. 9801-441=9360.
* Take b=20. Subtact 2x21x20=840 and 20°=400 to get 8120.
e a+b=41.
e Take c=39. Subtract 2x41x39=3198 to get 4922.
Subtract 392=1600+1-80 to get 3401.
a+b+c=80.
* Take d=15. Subtract 2x80x15 + 225 to get 776.
a+b+c+d=95. Try e=4.

e Subtract 2x95x4 +16=760+16=776 to get 0. Thus, the square root is
a+b+c+d+e=95+4=99.(For small a, method of finding b does not work.)

* Since the parts can be arbitrary, the method works in any base.




Base 2 calculations for square root

111 =(7), (7)2=(49) =(32+16+1)=11 00 01
e Base 2: 11-01=10. Put 1 at sqgrt place. Divide 10 0 by (2)x1=10.
Quotient is (2)=10, but you should take it smaller, as 1.

e Subtract from 100 the number (2)x1x1=10. Answer is 10. Take next O
to get 100. Subtract 1 from100. Answer is 11. Now put 1 after 1 in
sgrt place, so at sgrt place we have 11.

e Divide by (2)x11=(6)=110, the number 110. The quotient is 1.

e Subtract 110-110. Remainder is 0. Take next 1. Subtract 1 from it.
Remainder is 0. Now put 1 at the sqrt place. We get 111 as square
root. We are done.
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Note that due to further subtractions, it may not be possible to take largest quotient. e.g. it can be 1

less than expected. The number of digits in the cube root = the number of “cube-places”.




No. of digits in a cube root and n-th root

In a perfect cube there are places Ydl, 3Tte1 and 3 12.

(cube place, noncube place -1 and noncube place -2) serially,
starting from the smallest place to the largest place. The number of
digits in a cube root is equal to the number of Y« (cube) places.

A number with 3n or 3n-1 or 3n-2 digits has n cube places and has

n digits in its cube root. Cube places: 1,4,7,10,... starting from unit’s
place. 3Yd11: 2,5,8,..., 3812: 3,6,9,...

If there are k n-th power places in a perfect n-th power, then the
number of digits in the n-th root is equal to k. The nth power places
are places bearing numbers “1+(i-1)n fori = 17 i.e. 1,n+1,2n+1,...



Finding Cube root

Subtract the largest cube from the last cube place and write its cube root in
the cube root row.

Divide, by three times the square of the (current obtained) cube root, the

number (in non-cubeplace-2) adjacent to that cube-place and get the
remainder.

Then subtract from the next noncube place (non-cube-place-1), the
product of three times the “obtained cube root” and the square of the
guotient and subtract the cube of the quotient from the next cube-place,
and place the quotient on the right side of the cube root line. This should
be called (current) cubic root.

If there are still numbers left, the same process should be continued.
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Finding cube root
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Put 3 at the cube root place.
The cube root is 123.




Aryabhata’s formula for finding cube roots/n-th roots

* (a+b)3=a3+3a%b +3ab?+b3 In this way any nth root can be obtained.
For example, to find the 5th root:
* (a+b+c)® =[ a*+3a’b +3ab’+b*] From the given 5th power number,

+3(a+b)%c+3(a+b)c?+c3
(a+b) (a+b) make groups of 5 digits starting from digit’s

place onwards.

° 3—-[43 2 2.h3
(a+btc+d)®= [a*+3a% +3ab™+b From the last group, subtract the largest
+3(a+b)*c+3(a+b)c+c?] “digit-5th-power” a° .

+3(a+b+c)*d +3(a+b+c)d? +d° Then take next digit, divide by 5a% and get b
(this can be smaller due to extended

e (atb+ct+d+e)3 division, as we have to subtract more

R s terms).
=[a*+3a’b +3ab™+b Then take next digit and subtract 10a3b?,
+3(a+b)%c+3(a+b)c?+c3] take next digit and subtract 10a%b3, take

next digit and subtract 5ab?, take next digit

+3(a+b+c)’d +3(a+b+c)d? +d° and subtract b°, and proceed till 0.

+3(a+b+c+d)%e +3(a+b+c+d)e? +e3




Binomial Theorem and Aryabhata’s Recursion

(a+b)*=a™ + (n) a» 1p + (n) a 2h? + -+ (

h , ) ab™1 + p".

n—1

Aryabhata’s Recursion: Subtract a™from “current N”, b= [(N — a™)/na™ 1], where [] is the

icn’hegral part (b may have to be replaced by a smaller number), where the recurrence is as
ollows:

Initially a=al=largest digit such that al" < largest nth-power-place.
a=al, Subtract al" from N. Obtain b by above method and call it a2.
b=a2, New a’ =a+b, i.e. replace a by a+b, and find new b. Call it a3.
Use binomial theorem while subtracting (a + b)™ from N,

i.e. subtract successively the terms in the binomial expansion of (a + b)".
a=al+a2, b=a3

a=al+a2+a3, b=a4

a= al+a2+a3+a4, b=a5




To get n-th root by Aryabhata’s method
* Make groups of digits in N, of n digits, starting from unit’s place. Last
group can be of n or less no. of digits.
* No. of groups is equal to the the number of digits in the n-th root.
* From last group subtract a maximum n-th power of a digit, say a.
* The remainder with a next digit is to be divided by na"-2.
* Let the quotient be b. Sometimes we may have to take b-1 instead of b.

* Then subtract nC1 a"!b (a step in the division), then nC2 a"?b?, ..., b",
at appropriate decimal places, thus effectively subtracting (a+b)",
actually (10a+b)". The remainder is to be divided by “n(a+b)"1”, that
gives the next digit c. Then subtract terms so as to effectively subtract
“(a+b+c)"”, and so on.



Finding n-th root by Aryabhata’'s method

From right of the given n-th power (unit’s place) call places as n-th power place
(npp), non-nth-power-placel,nnpp2,nnpp3,nnpp- n-1";npp, nnppl,nnpp2,...

Number of npp’s is equal to the number of digits in the n-th root.

From the last npp, subtract maximum n-th power, and write the n-th root of this
number say ‘a’ separately in the n-th root place. Then divide the next place
(nryop-‘n-l ) by nx[(n-1)th power of 'a’ —which is the n-th root obtained so far-
and get the quotient say b. Note that sometimes we may have to consider b-1 as
guotient as we have to subtract many terms after this. Find the remainder. Here
you are subtracting nCla"1b.

From the successive places subtract successively nC2a"2b?,...,b", the terms
in the binomial theorem, and write b at the end in the n-th root place. Then
if still numbers remain, divide the next place (non—‘n—l’) by nx[(n-1)th
power of ‘ab’ —which is the n-th root obtained so tar- and continue till the
remainder is O (or the required number of digits in the n-th root are
obtained —especially for a non-nth-power).



Aryabhata’s general method for any base

* Aryabhata tries to write the n-th root as a sum of certain integers al,
az2,..., ak.

* These numbers can be arbitrary, as the binomial theorem and the
method tells.

* Aryabhata cleverly takes these numbers as ‘single digit x a power of
10’

* If the numbers are written in any base B, then the n-th root can be
taken as the sum of numbers of the form ‘single digit x a power of B’.

* Thus, the method of Aryabhata works in any base.



Shorter Method for an n-th root using last digits

* If N is known to be a perfect n-th power, then it is possible to find the
n-th root of N by a shorter method.

* For this we study first the high school method to find square root and
cube root.

* We can find the last digit of a square root or a cube root by studying
the last digit of the given number N.

e Other digits in the root can be obtained using congruences mod 10,
digit by digit.



High School Method to find the square root
of a 3 or 4-digit number which is a perfect square

* Number N ends with 5. Then it ends with 25. Leave these digits and
look at the initial 1 or 2 numbers available. Write this number C as
a(a+1), i.e. the product of 2 consecutive numbers. Then the square
root is the 2-digit number a5.

* Proof: (a5)? =(A+5)%? where A=10a. So (a5)?=A%+10A+25=A(A+10)+25
=‘(a(a+1))25".

* Shorter method: Find the digit a (largest) such that a’< C. Then the
square root R is (a5). E.g. V625 = 25,v5625 = 75, 2025 = 45.

* If the number ends with 0, then the last 2 digits are 00. Find "a’ largest
suchthat a“ < C (actually a® = C). Then R=(a0).

E.g. v3600 = 60,v6400 = 30.



Square root of a 3-4 digit perfect square: High School Method

* Last digit d:"12=92->1, 22=82-> 4, 32=7°->9, 42=6°-26, 02 20, 5°-25.

O O N N

Last digit of square root 1,9 3,7

* Method: Find the digit a (largest) such that a? < C. Find the 2 possibilities
for the last digit d. If N>(a5)? then choose larger d, otherwise smaller d, to
get the square root (ad).

* Ex. 452=2025,v9801 = 99 as 954 = 9025.
« V1369 = 37 as 35% = 1225.

* /1089 = 33,as 35% = 1225.
 The method works only if the given number is a perfect square.



High School Method to find the cube root of a
number upto 6 digits which is a perfect cube

* The cubes of numbers with last digits O to 9 end with different digits:
o QCube—>(, Jcube— ] cube 8 3aube 7 4> 4,5 5,62 6,72 3,822,9>9.

Hence if a cube has upto 3 digits, then its cube root is a 1-digit number which
can be obtained from the above list. (cube=343, Last digit 3, cuberoot =7)

If a number N has 4 to 6 digits, then its cube root has 2 digits.

The last digit (unit’s place) is obtained as above. The first digit (10’s digit) is a the
largest number such that a® < C, where C is obtained from N by deleting the
last 3 digits. [To get the last digit we are using congruence mod 10.]

Example: 50653= 50 653= 373, 148877= 148 877 = 533, 512= 83,
Last digit of the cube root can be obtained by the last digit of the cube.



Getting a cuberoot from last 2 digits of N, using
congruences, provided N is odd and does not end with 5.

* Write A=10a. Given N, b can be obtained such that Cab’)> =M.
Cab")® = (A + b)® = A3 + 34%b + 34b?% + b3=N = 10c+d mod 100 say. (i.e. last
2 digits - 10’s and units - of N are c and d.
So 30ab? + b3 =10c +d mod 100.
* If b3 = 10b’+b”’mod 100, then b”’ =d. (Here b, b’ are taken to be of 1 digit.)
So, 30ab?+10b’ = 10c mod 100, So 3ab?+b’ = ¢ mod 10.
 |f (b,10)=1, then a can be obtained uniquely from this equation.
* Example. 148877= 148 877 = 533 . To get cube root using only last 2 digits.
Here b=3. (10a+3)3 =77 mod 100, so 30ax9+27 = 77 mod 100
So 30ax9+20 =70 mod 100, so 27a+2 =7 mod 10, so 7a =5 mod 10,
Multiply by 3. So a = 3x5 =5 mod 10. Thus the cube root is 53.




Shakuntala Devi
Indian Human Computer

In 1977, at Southern Methodist
University, Shakuntala Devi gave
the 23rd root of a 201-digit number
In 50 seconds. Her answer, which
was 546,372,891, was confirmed by
calculations done at the US Bureau
of Standards by the UNIVAC

1101 computer, for which a special
program had to be written to
perform such a large calculation,
which took a longer time than for
her to do the same.



https://en.wikipedia.org/wiki/Southern_Methodist_University
https://en.wikipedia.org/wiki/Southern_Methodist_University
https://en.wikipedia.org/wiki/UNIVAC_1101
https://en.wikipedia.org/wiki/UNIVAC_1101

Cube root and 7t root

In 1988, Shakuntala Devi travelled to the 61,629,875 has 3 groups of 2+3+3 =8 digits.
US to have her abilities studied by Arthur The cube root has 3 digits. First digit must be
Jensen, a professor of educational 3 as 3"3=27 and 4"3=64. Last digit must be
psychology at the University of California, 5. For middle number probably Devi
Berkeley. Jensen tested her performance understands that it is close to 64...so answer
at several tasks, including the calculation close to 40, so tries 39. Gets 61,629 >393=

of large numbers. 50319, answer is 395. Or (40-1)3= 64000-

Examp|es of the prob|ems presented to 120x39-1 < 64000-120x30=60400< 61629.
Devi included calculating the cube root of

70800 75 Saneen aponed oy Do 43101771004 tha i casier, there ae
prO\}ided the solution to the above- 2_g_rou_ps, 2_+,7:9' The answer s 27
mentioned problems (395 and 15, digit, first digit must be 1 looking at
respectively) before Jensen could copy 17, and the last digit must be 5, so
them down In his notebook. the answer is 15.



https://en.wikipedia.org/wiki/Arthur_Jensen
https://en.wikipedia.org/wiki/Arthur_Jensen
https://en.wikipedia.org/wiki/University_of_California,_Berkeley
https://en.wikipedia.org/wiki/University_of_California,_Berkeley
https://en.wikipedia.org/wiki/Cube_root
https://en.wikipedia.org/wiki/Seventh_root

23" root of a 201 digit number

* The 201 digit number N is to be written using groups of 23 mainly.
Thus as 23x8=184, one initial group has 17 digits and the remaining 8
groups are of 23 digits each. Thus the answer has 9 digits. N is:

* 9167486769,2003915809,8660927585,3801624831,0668014430,
* 8622407126,5164279346,5704086709,6593279205,7674808067,
* 9002278301,6354924852,3803357453,1693511190,3596577547,
* 34007/56816,8830562082,1016129132,8455648057,801588067/7,1

Since N and 23 both are coprime to 10, i.e. are odd and not ending
with 5, the 9 digits of the 23 root can be found just by using the last 9
digits of N by a THEOREM.



Method of Solution: Congruence mod 10

* Last 9 digits of N are 158806771 Ans: R=546,372,891 : Distinct digits
N= 1mod 10.Since 23rd root mod 10 is unique it must end with 1.
* N =(10x+1)%3 mod 100, so 71 =(230x+1) mod 100, (71 = 30x +(1)*23 mod 100)
so 70 =230x mod 100, so 70 =30x mod 100 or 7 =3x mod 10, so x= 9.
So last 2 digits of R are 91. The 3™ digit will be 8. We prodeed as follows:
N =(100x+91)%3 mod 1000, N =(2300x.9122+ 9123) mod 1000,
=300x.(90+1)2?+(90+1)%* mod 1000 (771 = 300x + 9123 mod 1000)

771 = 300x+1+23.90+(23.22/2)90%2 mod1000. Subtract 1, divide by 10.

77 = 30x+207+23.11.810 mod 100, so 70 =30x+200+3.1.10 mod 100

7 =3x+20+3 mod 10, so 3x = —6 mod 10, so x =-2 =8mod 10, so x=8.

We required only last 3 digits of 9123 here in the computation.




Getting all digits in the 23-rd root

* 6771 = (1000x + 891)%° mod 10000 [Ans: 546,372,891]
= 89123+(23x22/2)x89122x 1000 mod 10000 [N = 158806771]
= 8912343000 x mod 10000, x=2. We required last 4 digits of 89123 .

* 06771= 289123 +30000 x mod 100000, x=7

* 806771 = 7289123 +300000 x mod 1000000, x=3

* 8806771 = 37289123 +3000000 x mod 10000000, x=6

* 58806771 = 637289123 +30000000 x mod 100000000, x=4

* 158806771 = 4637289123 +300000000 x mod 1000000000, x=5

We required only last 9 digits of 4637289123 in this calculation.

* Everytime one is reduced to a congruence mod 10 to be solved.




Theorem for k-th root: Last m digits enough

Let N be coprime to 10. Let k be coprime to 10.
Let the m = no. of digits in the k-th root R of N.
Let N =N1 mod 10™ (N1 gives the last m digits of N.)

$(10M)=4x 10™tis also coprime to k, as gcd(k,10)=1.

Let k1 = inverse of k mod ¢p(10™). Then kk1 =1 mod ¢$(10™M).
i.e. kk1=1+t. $(10™). So R =RI+Le(10"M) mod 10™.

N=R¥, NkI = RkkI1 =R mod 10™ (by Euler’s theorem).

But N1 = N1¥I mod 10™.

So N1¥1= R mod 10™. R has only m digits, so R is uniquely
determined by N1, i.e. the last m digits of N.



k-th root and RSA Cryptography

* The idea that kth root mod N can be obtained by taking k1th power, is
a key step in encryption and decryption in RSA cryptography.

* In RSA, encryption is done by raising the message number to kth
power reduced modulo N.

* For decryption, one requires k-th root mod N.

* For this, one raises the received number to k1-th power mod N,
where k1 is such that kk1 = 1 mod ¢(N).

* One gets back the encrypted message.



RSA (Rivest, Shamir and Adleman)

One of the most prominent applications of Mathematics in
recent times is RSA cryptography, which is used in online

purchases, banking, smart cards and similar gadgets.

Wars were won by effective use of cryptography and were

lost due to overconfidence in its effectiveness.

Some classical cryptosystems like Julius Caeser’s cipher and
permutation cipher are obsolete now. E.g. permutation

cipher can be broken using frequency analysis.




Cryptography in 2" World War

The German Lorenz cipher machine was used
in World War Il for encryption of very high-
level general staff messages. The discovery of
Mathematicians such as Turing from Britain,
of how to decrypt the messages encrypted
using the German machine, ultimately resulted
in the defeat of Germany in the 2" World
War. It is always necessary to search for new
methods of cryptography.



Conversion of a message into a number string

The message to be sent is converted into a string of

numbers using ASCII code, or any pre-decided code.

In ASCIl code ‘A’ is represented by 65. Similarly ‘a’ by
97,+ by 43,7 by 63, ‘2’ by 122, {’ by 123, etc. These

numbers can be written as 3 digit numbers using zeros.

Using ASCII code, “Gauss is great.” becomes:

071097117115115032105115103114101097116046



The Euler’s function n—= (O

v/
/

The number of positive integers less than or equal to n and

\ \/
relatively prime to n is denoted by ¢(n). \;/’Z ' 5 /% ,g //Z/
$(1)=1, $(2)=1, d(3)=2, $(4)=2. If p prime, $(p)=p-1, f) 7 >ﬁ
d(p¥)= p* — p*~1 E.g. $(25)=25-5=20.

$d(pq)=(p-1)(g-1), if p and q are distinct primes.

¢(mn)=d(m) ¢(n), Jf m and n are W CQ(( 66> :Ll( 0

(multiplicative property) ? PY( wh

)
Ex.: d(100)= d(25).d(4)=20x2 =40. |, 0, 7 ? A
o(p) = F
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Inverse modulo n

e |f cis relatively prime to n then it can be considered
as an element of the group Z," and it has inverse mod
n.

 For n=15, the inverse of 2 mod 15 is 8, because 2.8 =
1(mod 15).

* |f (c,n)=1, we can use Euclid’s algorithm to write
1=a.c+b.n.

e Thus a.c=1(mod n). If nis large, Euclid’s algorithm is
useful to find inverse mod n.



Fuler’s Theorem

* If Gis a finite group of order n and a
is an element of G then a" = id.

* Euler's Theorem: For every a coprime
to n,

a®" =1 (mod n).
Proof: Z "is a group of order ¢(n).
Ex.: $(20)=8.
Check that 32= 1 (mod 20).

* Note: Powers can be obtained by the
method of repeated squaring.

. 38=(«32) 2)2)- Leonard Euler (108—1783)



Powering by repeated squaring

To find a'°° one calculates a.a.a...a and requires 99 multiplications.

To do this efficiently, one uses binary representation of 100.

(1100100)
100 = 64+32+4 = 26+25+22,
2100 = (aA26) (aA25) (ar22).
Since a*2* can be obtained by squaring k times, a'°° can be obtained

in 6+2=8 multiplications.

(binary length - 1) + (no. of 1's - 1)




A powering Method of Bhaskaracharya (1 1 14 1 185)

Ex.: 100 --> 50--> 25 --> 24 --> 12 --> 6-->3-->2-->1

For even number, divide by 2, and for odd number,

subtract 1, till you reach 1.

Find al% by going in the opposite direction '
9%

(Multiply/square: multiply by "a’ or by itself, 0\‘”"
appropriately.) R, o)

100 <--50<-- 25 < 24 < 12<~ G<--3<--2<—-1 ) i |
a a a a a a a a a My @ O

Using this powerful method of Bhaskarachaé/a

(Leelavati: Verse 125) called 3IUI<':|3i method, fora ;. t well kn’own that such an

100 digit number k, akcan be “obtained in just 664  important method was described

multlpl|cat|ons. by Bhaskaracharya. It was first
. mentioned in India, by Pingala — 3"
(Current Name: Repeated Squaring Method) Century BCA.




The principle of RSA cryptography

The computer can multiply two integers exactly, within the
blink of an eye, but it can take exorbitant amount of time for
factoring a large integer (say of 200 digits or more).

(Quantum computers are expected to do this in a reasonable time.)

* A product of 2 primes is in general more difficult to factorise than a
product of 3 or more primes.

* Ex.: A number N of 200 digits which is a product of 4 primes must
have a prime factor of 50 or less number of digits. If N=pq, a product
of 2 primes, then at least one of p and or q has at most 100 digits.)



Public Keys and Secret Keys

* Let N be a product of two large primes p and q.
* Nis called a public key.

* d&(N) = (p-1)(g-1). Ex. $(91) =d(7x13)=6x12=72.
* Take k to be an integer coprime to ¢(N).
Then k is another public key.

* These two public keys are made public (e.g. by
keeping them on one’s website).

* Leta positive integer k, be the inverse of k in the

*

group Z,y, - kyis called a secret key.




Why is k, a secret key

e Although N=pq is public, the primes p,q are difficult to
obtain, as factorisation of large numbers is not an easy
process.

 Hence d(N) = (p-1)(g-1) is difficult to get.

* Thus, finding k; such that k k, = 1(mod ¢®(N)) is not
possible in a limited time.

Ex. If p=7, g=13, then N=pq=91, ¢$(N)=72.
If k=29, then 29x5=145 = 1(mod 72), so k, =5.

k, can be found only by the person who knows the
factorization of N.




Encrypting the message

* If the message converted to a number string is very
long, it is necessary to divide it into smaller
number strings so that the resulting numbers are
smaller than the public key N.

* If a is such a number, one uses the second key k to
get the encrypted message string b < N by b = a*
(mod N).




Decrypting the message:
Finding k-th root modulo N

* The sent message b, even if intercepted, cannot be understood

by a third party, without knowing the secret key k;.

* Decryption requires finding k-th root mod N. Surprisingly

this is achieved by powering.

* To decrypt the received message b, one finds b*t (mod N). The

answer is nothing but the sent message string a.




How does the decryption work?
Find k-th root using powering

The sent message is b = ak (mod N). (O<a<N.)

Since k.k; = 1 mod ®(N)), there is an integer t such
that k.k, = 1+ t.d(N) .

If (&, N)=1, i.e. a is in the group Z_*, so
by Euler’s theorem, a?™= 1 (mod N).

bk1 = gkki = g1+to (V) Euler did not now that his
£ theorem will be useful in
= Q. (a¢(n)) = a (mod N) RSA Cryptography later.
Thus one gets back the original message. As

N=pq, the method works for (a, N) # 1 also.



An example

Take primes p=3,9g=5. Then the first public key
is N=3.5=15 . ¢(15)=2.4=8.

Take k=3 (coprime to 8).
k is the second public key.

Let the message string be a=13. Here ais < 15.
The encrypted message is

b= a¥(mod N), i.e. b = 133(mod 15), i.e. b=7.
Since 3.3 = 1(mod 8), The secret key k, =3.
Then b*1 = b3 = 73 = 13 (mod 15), gives the
original message string 13.




Use of Free Software KASH

* The free software KASH helps in exact computations and
therefore helps in testing and understanding RSA
Cryptography. Using KASH one can find large primes and
perform modular operations. KASH also does factorisation of
numbers upto 50 digits, but as is expected, factorizations of
large numbers, say of 200 digits, are not feasible using even

KASH, so decrypting of an RSA-encrypted message is possible
with KASH only using the secret key.

 Computations may be done using Mathematica or SAGE also.



Getting Large Primes Using KASH

kash> p:= NextPrime(42254657778),
42254657803
kash> q:= NextPrime(67889899900767);
67889899900789
kash> N:= p*q; (Public Key 1)
2868664488587762844706567
(a 25-digit number)



Euler’s Phi Function




GCD as a combination of the given numbers

Express 1=4567xA + ¢(N)xB

kash> IntXGcd(4567, ¢p(N));
[ 1, 626872598980247652456247, -998 | ]
This says that the gcd of 4567 and Phi(N) is 1.

Also, the gcd 1 is a combination of of the numbers
4567 and ¢(N).

See the two entries in the inner bracket.
kash> k1:=last[2][1]; (Secret Key 2)
626872598980247652456247 (24 digits)



The Inverse Mod ¢(N)




The Encrypted Message




The Decryption

The decrypted message is b’ (mod N).
k1= 626872598980247652456247
b =363933252507355373642282
N = 2868664488587762844706567
kash> c:=IntPowerMod(b,k1,N);

1234567 (This is the same as the sent message
'a’, as expected.)

New methods such as elliptic curve cryptography
have also been developed.
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